
1

CPSC 410--Richard Furuta 3/30/99 1

Silberschatz and Galvin
Chapter 15

Network Structures
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Chapter Topics

¥ Background and motivation

¥ Network topologies

¥ Network types

¥ Communication issues

¥ Network design strategies
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Distributed System
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¥ Loosely-coupled processors inter-connected by
communication network
Ð Processors: also called sites, nodes, computers, machines, hosts É

Ð Site: a location

Ð Host: a particular system at the site

Ð Server: resource provider

Ð Client: resource user

Ð Resource: hardware and software resources

¥ Network operating system: multiplicity of machines visible
to users; logging in to remote systems; transferring data

¥ Distributed operating system: multiplicity is hidden;
remote resources accessed in same way as local resources
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Examples of node types

¥ Mainframes (IBM 3090, etc.)
Ð Example applications: airline reservations; banking systems

Ð Many large attached disks

¥ Workstations (Sun, RISC6000, etc.)
Ð Example applications: computer-aided design; office information

systems; private databases

Ð Zero, one or two medium size disks

¥ Personal computers
Ð Example applications: office information systems; small private

databases
Ð Zero or one small disk
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Motivations for distributed
systems

¥ Resource sharing
Ð Examples: sharing and printing files; processing distributed database;

using remote specialized hardware devices

¥ Computation speedup
Ð Concurrent processing

Ð Load sharing

¥ Reliability
Ð Detect and recover from site failure; function transfer; reintegrate failed

site on repair

¥ Communication
Ð At the low level, message passing

Ð Higher level functionality implemented on this, including file transfer,
login, mail, remote procedure calls
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Distributed system topologies

¥ Sites in system can be physically connected in a
variety of ways

¥ Comparison criteria
Ð Basic cost

¥ How expensive is it to link the various sites in the system?

Ð Communication cost
¥ How long does it take to send a message from site A to site B?

Ð Reliability
¥ If a link or site in the system fails, can the remaining sites still

communicate with each other?
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Distributed system topologies

¥ Topologies depicted as graphs; nodes correspond to sites

¥ Edge from node A to node B corresponds to a direct
connection between the two sites

¥ Canonical network topologies
Ð Fully connected

Ð Partially connected

Ð Hierarchical

Ð Star
Ð Ring

Ð Multiaccess bus

Ð Hybrid
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Fully connected network
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Fully connected network

¥ Each site directly linked to all other sites

¥ Cost high: number of links grows as the square of
the number of sites

¥ Fast communication

¥ Reliable system--many links must fail for the
network to become partitioned

¥ Partitioned: split into two (or more) subsystems
that lack any connection between them



6

CPSC 410--Richard Furuta 3/30/99 11

Partially connected network
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Partially connected network

¥ Direct links between some, but not all, pairs of sites

¥ Lower cost than fully connected network

¥ Slower communication, since message may have to be sent
through intermediaries

¥ Not as reliable as fully connected.  Cutting link between B
and C partitions network, for example.

¥ Minimize possibility of partitioning by requiring that each
site connect to at least two others; eliminates possibility
that single link failure will partition network
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Hierarchical (tree) network
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Hierarchical (tree) network

¥ Often mirrors corporate structure

¥ Siblings communicate through parent

¥ Mirrors observation that local systems more
likely to communicate more than distant
systems

¥ Loss of single non-leaf node partitions
network
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Star network

CPSC 410--Richard Furuta 3/30/99 16

Star network

¥ One of sites serves as hub; connected to all others; no other
connections

¥ Cost is linear in number of sites

¥ Communications cost low: at most two transfers required

¥ Speed may be an issue: central site can be a bottleneck;
may completely dedicate central site to message-switching

¥ Failure of central site completely partitions network
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Ring network
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Ring network

¥ Each site connected to exactly two other sites

¥ Either unidirectional or bidirectional
Ð Unidirectional: transmit to only one neighbor; all sites send

information in same direction

Ð Bidirectional: transmit to either neighbor

¥ Basic cost: linear in number of sites

¥ Communication cost may be high: n-1 hops maximum for
unidirectional, n/2 maximum for bidirectional

¥ One failure partitions unidirectional ring; two failures
partitions bidirectional ring

¥ Example: token ring
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Ring network

¥ Improve characteristics by providing double
links
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Multiaccess bus network
(linear bus)
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Multiaccess bus network
(linear bus)

¥ Single, shared link

¥ Basic cost of network linear in number of
sites

¥ Communication cost low, unless link
becomes a bottleneck

¥ Unaffected by site failure, but link failure
completely partitions network

¥ Example: Ethernet
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Multiaccess bus network
(ring bus)
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Hybrid Networks

¥ Connecting together networks of differing
types

¥ Example: Ethernet within a building; token
ring on site; partially-connected (or
hierarchic) network between sites
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Network Types

¥ Local-area networks (LAN)
Ð Designed to cover small geographical area

Ð Multiaccess bus, ring, or star network

Ð Speed around 10 megabits/second or higher

Ð Broadcast is fast and cheap

¥ Wide-area networks (WAN)
Ð Links geographically separated sites

Ð Point-to-point connections over long-haul lines (often leased from
a phone company)

Ð Speed around 100 kilobits/second

Ð Broadcast usually requires multiple messages
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Local-Area network (LAN)
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Communication issues

¥ Naming and name resolution
Ð How do two processes locate each other to communicate?

¥ Routing strategies
Ð How are messages sent through the network?

¥ Connection strategies
Ð How do two processes send a sequence of messages?

¥ Contention
Ð How are conflicting demands for use of the network resolved?
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Naming and name resolution

¥ Processes on remote systems represented by tuple: <host-
name, identifier>
Ð Host-name: systems on network are named

Ð Identifier: designates process on host; for example, process-id

¥ Host-name (human-readable) to host-id (unique; numeric)
translation: resolve mechanism

¥ Domain name service (DNS) specifies naming structure of
the hosts as well as name to address resolution on the
Internet
Ð Replaces ArpanetÕs system of complete host tables residing on

each host



15

CPSC 410--Richard Furuta 3/30/99 29

Domain name service (DNS)

¥ Logical addresses of Internet hosts in multiple parts:
dilbert.cs.tamu.edu

¥ Each component has an associated name server

¥ Queries made in reverse order:
Ð edu server asked for address for tamu.edu

Ð tamu.edu server asked for address for cs.tamu.edu

Ð cs.tamu.edu server asked for address for dilbert.cs.tamu.edu

Ð IP address returned

¥ Caches allow steps to be skipped
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Routing strategies

¥ Fixed routing
Ð Path from A to B is specified in advance; the path changes only if a

hardware failure disables it.

Ð Shortest path usually chosen.  Minimizes communication costs.

Ð Cannot adapt to load changes

Ð Ensures messages delivered in the order sent

¥ Virtual circuit
Ð A path from A to B is fixed for the duration of one session.  Different

sessions involving messages from A to B may have different paths.

Ð Session as short as file transfer; as long as remote login period

Ð Partial remedy to adapting load changes

Ð Ensures messages delivered in order sent.

¥ Dynamic routing
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Routing strategies

¥ Dynamic routing
Ð The path used to send a message from site A to site B is

chosen only when a message is sent

Ð Separate messages may be assigned different paths
¥ Usually select the link that is least used at the particular time

¥ Hence can adapt to load changes by avoiding using heavily
used paths

Ð Messages may arrive out of order
¥ Include sequence number with each message

¥ Question: what do we do if out of sequence?
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Routing strategies

¥ Mixing static and dynamic routing
Ð Static route to gateway

Ð Gateway dynamically routes messages to other locations on the
network

¥ Router: entity responsible for routing messages; either host
computer with appropriate software or special-purpose
device
Ð Determines if message needs to be passed from network on which

it is received to another network connected to the router

Ð Routing protocol used between routers to inform them of network
changes; allow them to update routing tables
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Packet strategies

¥ Messages generally are of variable length

¥ Simpler design is fixed-length messages
Ð Called packets, frames, datagrams

¥ Transfers can be reliable or unreliable
Ð TCP is an example of a reliable protocol (implies ACK)

¥ Question: how to limit effects of network latency on reliable transfer?

Ð UDP is an example of an unreliable protocol

¥ Message within single packet: connectionless

¥ Message larger than a single packet
Ð Packetized (i.e., split up into packet-sized pieces)
Ð Connection established and the pieces are sent reliably
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Connection strategies

¥ Circuit switching
Ð Permanent physical link established for the duration of the communication

Ð Unavailable to other processes, even if no active communication

Ð Example: telephone system

¥ Message switching
Ð Temporary link established for duration of one message transfer

Ð Message is block of data with system information (e.g., source,
destination, error correction codes)

Ð Example: post-office mailing system

¥ Packet switching
Ð Messages of variable length divided into fixed length packets

Ð Each packet may take a different path to destination

Ð Packets must be reassembled into messages as they arrive
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Connection strategies
Tradeoffs

¥ Circuit switching
Ð Requires setup time

Ð May waste network bandwidth

Ð ButÉ incurs less overhead for shipping each message

¥ Message and packet switching
Ð Less setup time

Ð More overhead per message

¥ Packet switching most common method on data networks
Ð Makes best use of network bandwidth

Ð Not harmful to data to break it up/reassemble it (compare to video
or audio stream)
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Network contention

¥ Several sites may want to transmit
information over a link simultaneously.
Techniques to avoid repeated collisions
include
Ð CSMA/CD

Ð Token passing

Ð Message slots
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CSMA/CD

¥ Carrier sense with multiple access (CSMA); Collision
detection (CD)
Ð Before transmitting, listen to determine if another message is being

transmitted (CSMA)

Ð If link is free, can begin transmitting

Ð If two or more sites begin transmitting at the same time, then they
will register a collision detection (CD) and stop transmitting

Ð On CD, try again after a random time interval

¥ When network is busy, many collisions occur, and thus
performance may be degraded

¥ CSMA/CD is the basic idea behind Ethernet
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Token passing

¥ Token: a unique message type

¥ Token continuously circulates in the network (ring structure)

¥ Site wishing to transmit waits for token

¥ On tokenÕs arrival, site removes token and begins transmitting

¥ After transmitting, retransmits token

¥ Issue: what happens if token lost?
Ð Election to pick site to regenerate token

¥ Characteristic: constant performance
Ð Advantage for heavily loaded networks

Ð Disadvantage, vs Ethernet for lightly loaded networks
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Message slots

¥ A number of fixed-length message slots circulate
around the network (ring structure)

¥ Site ready to transmit waits for an empty message
slot to arrive, inserts its (fixed-length) information
into the slot

¥ Receiving slot removes message, reuses the
message slot for its own message or recirculates
empty message slot onto the network
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Network design strategies
ISO 7-layer network model

¥ Communication network partitioned into multiple
layers

¥ Each layer (logically) communicates with
corresponding layer on remote system

¥ Systems agree on protocols for each of the layers

¥ Physically, a message starts at (or above) the top-
level layer and is passed through each lower level
in turn
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ISO 7-layer network model

¥ Physical layer

¥ Data-link layer

¥ Network layer

¥ Transport layer

¥ Session layer

¥ Presentation layer

¥ Application layer
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ISO 7-layer network model

¥ Physical layer
Ð Handle mechanical and electrical details of the physical

transmission of a bit stream

¥ Data-link layer
Ð Handles frames (fixed-length parts of packets), including any error

detection and recovery that occurred in the physical layer

¥ Network layer
Ð Provides connections and routes packets in the communication

network, including handling the address of outgoing packets,
decoding the address of incoming packets, and maintaining routing
information for proper response to changing load levels
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ISO 7-layer network model

¥ Transport layer
Ð Responsible for low-level network access and

for message transfer between clients, including
partitioning messages into packets, maintaining
packet order (or not), controlling flow, and
generating physical addresses
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ISO 7-layer network model

¥ Session layer
Ð Implements sessions, or process-to-process communication

protocols

¥ Presentation layer
Ð Resolves the difference in formats among the various sites in the

network, including character conversions, and half duplex/full
duplex (echoing)

¥ Application layer
Ð Interacts directly with users; deals with file transfer, remote-login

protocols and electronic mail, as well as schemas for distributed
databases


